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REGD. NO. D. L.-33004/99 Che Gazette of Sfndia 1641 No. 1641 1416 GI/2013 EXTRAORDINARY
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SATURDAY, APRIL 6, 2013/CHAITRA 16, 1935 6 2013 204 2000 (2000 21) 89 (2) (u) 2013 I F) 2000
(2000 21) t; 24 (q) 17 (1) e; @ 24 (e) t $1 19 (1) 2 THE GAZETTE OF INDIA : EXTRAORDINARY
[PART II—SEC. 3i$tu -O (4) fiziaq (3) *TTT I (5) (4) qiq I a@th (6) afi fifaui€ Rig vrg (1) 3(30 3(U)
3(3T) $1 3i$rq (iii) t; 3 11-@ug 3(i)] (iv) uT ZIT t, (vi) t; (vii) 3i$rq (q) a-ITQlzr @ 3t$ru (G) 3i¥rq $1
3i$rzr  (qur 3tflafd7 3FfiT) MINISTRY OF COMMUNICATIONS AND INFORMATION
TECHNOLOGY (Department of Electronics and Information Technology) NOTIFICATION New Delhi,
the 6th April, 2013 .— In exercise of the powers conferred by clause (b) of sub-section (2) of Section 89 of
the G.S.R.204 (E) Information Technology Act, 2000 (21 of 2000), the Controller hereby, after
consultation with the Cyber Regulations Advisory Committee and with the previous approval of the
Central Government, makes the following Regulations, namely: - (I) These Regulations may be called the
Information Technology of 1. Short title and Commencement.— a Regulatory Authority) Regulations,
2013. Foreign Certifying Authorities operating under eir publication in the Official Ga zette. (2) They shall
come into force on the date of th he context otherwise requires,- . In these Regulations, unless t 2.
Definitions — of 2000); (Q "Act" means the Information Technology Act, 2000 (21 issue a Digital
Signature Certificate under ranted a licence to (b) "Certifying Authority" means a person who has been g
section 24; under sub-section (1) of Section 17 of the Act; (c) "Controller" means the Controller of
Certifying Authorities appointed (d) "Foreign Certifying Authority" means a certifying authority other
than one licensed to issue a digital signature certificate under Section 24 of the Act and whose installed
facilities and infrastructure associated with all functions of ates are located outside India; generation, issue
and management of digital signature certific 4 THE GAZETTE OF INDIA : EXTRAORDINARY [PART
[ISEC. (e) "Recognized Foreign Certifying Authority" means a Foreign Certifying Authority who has
been granted recognition under these regulations pursuant to sub-section (1) of Section 19 of the Act; (f)
Words and expressions used herein and not defined, but defined in the Act, shall have the meanings
respectively assigned to them in the Act. 3 Recognition of foreign certifying authorities which operate
under a regulatory authority in that country. (A) Recognition of Foreign Certifying Authorities.— (1) A
foreign certifying authority shall be deemed as recognized under these regulations if it has been authorized
to issue Digital Signature Certificates by a recognized regulatory authority established under the laws of a
country other than India. (2) A regulatory authority shall be specified as a recognized regulatory authority
under these regulations ifthe laws of the country under which such regulatory authority is established
require,a level of reliability at least equivalent to that required for issue of a Digital Signature Certificate
under the Act and such regulatory authority accords similar recognition to the Controller and to certifying
authorities licensed under the Act. (3) The Controller may, with the previous approval of the Central
Government, publish in the Official Gazette, a list of recognized regulatory authorities for the purposes of
these regulations from time to time. (4) The Controller shall enter intra memorandum of understanding
with each recognized regulatory authority mentioned in sub-regulation (3) for the purposes of these
regulations. (5) A memorandum of understanding mentioned in *suyregulation (4) shall remain valid for 5
years from the date of its execution. (6) The determination of whether a country's laws equire a level of
reliability at least equivalent to that required for issue of a Digital Signature Certificate under the Act, shall
be made with regard to the factors decided by the Controller and shall, inter alia, include:— (a) financial
and human resources, including existence of assets within the country; (b) trustworthiness of hardware and
software systems; (c¢) procedures for processing of certificates and applicati ons for certificates and
retention of records; (d) availability of information to subscribers identified in certificates and to potential
relying parties; and (e) regularity and extent of audit by an independent body; (B) Recognized Foreign
Certifying Authority not to issue certificates in India.— Notwithstanding anything contained in these
regulations, a Recognized Foreign Certifying Authority shall not issue digital signature certificates to
Indian nationals residing in India. Explanation: For the purposes of these regulations, the term "Indian
National" shall include a company, a fim, an association of persons, a body of individuals or a local
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authority whose registered office or principal place of business is located in India. (C) Validity of
recognition.— (1) A recognition granted under regulation 3(A) shall remain valid unless suspended or
revoked, as the case may be, under regulation 3(E). (2) The recognition granted under these regulations
shall not be transferable. (D) Digital Signature Certificates issued prior to recognition to be invalid.— zed
under these regulations, all digital signature certificates issued by Where any Foreign Certifying Authority
is recogni such Certifying Authority prior to such recognition shall be invalid for the purposes of this Act.
(E) Suspensmn or revocation of recognition.—— A recognition granted under regulation 3(A) shall be
suspended or revoked if the authorization granted by the appropriate recognized regulatory authority to the
Recognized Foreign Certifying Authority for issuance of a Digital Signature Certificate has been
suspended or revoked by such regulatory authority. (F) Renewal of recognition.— (1) The provisions of
these regulations shall apply in the case of an application for renewal of recognition as it applies to a fresh
application for recognition. (2) A Recognized Foreign Certifying Authority shall submit an application for
the renewal of its recognition not less than forty-five days before the date of expiry of the period of
validity of recognition. (3) The application for renewal of recognition may be submitted in the form of
electronic record subject to such requirements as the Co ntroller may deem fit. (G) Refusal of
recognition.— The Controller may refuse to grant or renew a recognition if- (i) the applicant has not
provided the Controller with such information relating to its business, and to any circumstances likely to
affect its meth od of conducting business, as the Controller may require; or (ii) the applicant is in the
course of being wound up or liquidated; or (iii) a recei ver has, or a receiver and manager have been
appointed by the court in respect of the applicant; or (iv) the applicant or any trusted person has been
convicted, whether in India or out of India, of an offence the conviction for which involved a finding that it
or such trusted person acted fraudulently or dishonestly, or has been convicted of an offence under the Act
or these rules; or (v) an applicant commits breach of, or fails to observe and comply with, the procedures
and practices as per the Certification Practice Statement; or (vi) an applicant fails to comply with the
directions of the Controller; or [ qPT 3(i)] 5 (vii) the authorization granted to the applicant, to issue a
Digital Signature Certificate under laws of a recognized country has been suspended or revoked: Provided
that the reasons for refusal of the recognition may be mentioned. (H) Requirements Prior to Cessation as
recognized Foreign Certifying Authority.—Before ceasing to act as a recognized Foreign Certifying
Authority, the recognized Foreign Certifying Authority shall,- (9) give notice to the Controller of its
intention to cease acting as a recognized Foreign Certifying Authority: Provided that the notice shall be
made ninety days before ceasing to act as a recognized Foreign Certifying Authority or ninety days before
the date of expiry of recognition; (b) advertise sixty days before the expiry of recognized or ceasing to act
as recognized Foreign Certifying Authority, as the case may be, the intention in such daily newspaper or
newspapers and in such manner as the Controller may determine; (c) notify its intention to cease acting as
a recognized Foreign Certifying Authority to the subscriber of each unrevoked or unexpired Digital
Signature Certificate issued by it: Provided that the notice shall be given sixty days before ceasing to act as
a recognized Foreign Certifying Authority or sixty days before the date of expiry of unrevoked or
unexpired Digital Signature Certificate, as the case may be; (d) the notice shall be sent to the Controller,
affected subscribers and Cross Certifying Authorities by digitally signed e- mail and registered post; (e)
revoke all Digital Signature Certificates that remain unrevoked or unexpired at the end of the ninety days
notice period, if the subscribers hav e requested for revocation; (f) make a reasonable effort to ensure that
discontinuing its recognition causes minimal disruption to its subscribers and to persons duly needing to
verify digital signatures by reference to the public keys contained in outstanding Digital Signature
Certificates; (g) make reasonable arrangements for preserving the cecords for a period of seven years; (h)
pay reasonable restitution (not exceeding the c¢ ost involved in obtaining the new Digital Signature
Certificate) to subscri be rs for revoking the Digital Signature Certificates before the date of expiry. [F.
No. T.A. KHAN, Controller of Certifying Authorities 6 34%, 2013 205(30— 2000 (2000 21) 89 (2) (9
2013 T @ 2000 (2000 21) ; t 24 3i$rq (TD 17 (1) ; (v) 24 3i*$rzr (S muriSdf $r 19 (31) 6 THE GAZETTE
OF INDIA : EXTRAORDINARY 3(30 er gg aft, [PART [I—SEC. qrg, CT) nyr@rS$f, (3) ivtA-- (4) 3Bii--
CT) ATWEr, ati I 1961 (1961 43) 2 47 1 (6) Rqhé-- @ y-a=-$ @i$rz:r $1 Rqsré I (NY) Rtheé (7) erm I 11-
@uz 3(1)] (8) @iFT— 7 (1) 3(30 (3) (9) RIGi+- aierur, fieqq, 2000 2 3 YWrfrr$T (10) (ii) ; (iii) ; (iv) ; (vi)
; (vii) ; (viii) * (ix) 2000 I CT) 3T<fA (11) fitraTOT— 3i-$rq $STRTTT I (311) — 8 THE GAZETTE OF
INDIA : EXTRAORDINARY [PART IPSEC. (1) 3(30 (8) t, xa 3i$rz:r (1) 3(30 (8) 3(30 (4) qi-g (2) 3(3T)
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NOTIFICATION New Delhi, the 6th April, 2013 G.S.R. 205 (E) In exercise of the powers conferred by
clause (b) of sub-section (2) of section 89 of the Information Technology Act, 2000 (21 of 2000), the
Controller hereby, after consultation with the Cyber Regulations Advisory Committee and with the
previous approval of the Central Government, makes the followin'*rétulations, namely — 1. Short title and
Commencement. — (I ) These Regulations may be called the Information Technology (Recognition of
Foreign Certifying Authorities not operating under any Regulatory Authority) Regulations, 2013. (2) They
shall come into force on the date of their publication in the Official Gazette

2. Definitions .— In these Regulations, unless the context otherwise requires (a) "Act" means the
Information Technology Act, 2000 (21 of 2000) ; (b) "Certifying Authority" means a person who has been
granted a licence to issue a Digital Signature Certificate under section 24 ; (c) "Controller" ffeans the
Controller of Certifying Authorities appointed under sub-section (1 ) of section 1 7 of the Act; (d) "Foreign
Certifying Authority" means a certifying authority other than one licensed to issue a digital signature
certificate under section 24 of the Act and whose installed facilities and infrastructure associated with all
functions of generation, issue and management of digital signature certificates are located outside India ;
(e) "Recognized Foreign Certifying Authority” means a Foreign Certifying Authority who has been
granted recognition under these regulations pursuant to sub-section(l) of section 19 of the Act ; (f) Words
and expressions used herein and not defined, but defined in the Act, shall have the meanings respeciively
assigned to them in the Act

3. Criteria for recognition of foreign certifying authorities which does not operates under any
regulatory authority.(A) Recognition of Foreign Certifying Authorities.— The procedure relating to
recognition of Foreign Certifying Authorities which does not operate under any Regulatory Authority is as
under : (I) Application for grant of recognition.— Notwithstanding anything contained in regulation 3(A),
any tbreign certifying authority may apply to the Controller for recognition. (2) Particulars of
application.—Every application for recognition of a Foreign Certifying Authority under this regulation
shall be made to the Controller, in such manner as the Controller may, from time to time, determiner
supported by such documents and information as the Controller may require and it shall inter alia, include
following, namely :— (a) a Certification Practice Statement (CPS) ; (b) a statement including the
procedures with respect to identification of the applicant ; (c) a statement for the purpose and scope of
anticipated Digital Signature Certificate technology, management, or operations to be outsourced ; [PART
II—SEC. 3(1)] 10 THE GAZETTE OF INDIA EXTRAORDINARY (d) certified copies of the business
registration documents and licences of the Foreign Certifying Authority that intends to be recognized * (e)
a description of any event, particularly current or past insolvency, that could material ly affect the
applicant's ability to act as a recognized Foreign Certifying Authority ; edge and belief it can and will
comply with the (i) an undertaking by the applicant that to its best knowl requirements of its Certification
Practice Statement ; (g) the required fee ; and (h) any other information required by the Controller. ntee—
Every applicant under this regulation shall submit a (3) Performance Bond and in the form of Banker's
guara a scheduled bank in India in favour of the Controller in performance bond and furnish a banker's
guarantee from such form and in such manner as may be approved by the Controller for an amount of not
less than one crore of US dollars and the performance bond and banker's guarantee shall remain valid for a
period of six years from the date of its submission. (4) Invocation of Performance Bond and Banker's
Guarantee — or prosecution which may be initiated for any offence under Without prejudice to any
penalty which may be imposed performance bond and banker's guarantee submitted under the Act or any
other law for the time being in force, the mstances , namely : sub-regulation (3) may be invoked in the
following circu (a) when the Controller has suspended the recognition of the foreign certifying authority
under these regulations; or (b) for payment of an offer of compensation made by the Controller; or ts
attributed to the negligence of the foreign Certifying (c) for payment of liabilities and rectifichtion cos
Authority, its officers or employees; or (d) for payment of the costs incurred in the discontinuation or
transfer of operations of the foreign Certifying uthorization in the country of its origin or operations is
Authority, if the foreign Certifying Authority's a discontinued; or (e) for payment of the costs incurred in
the inspection of the infrastructure utilized by the foreign certifying authority for generation, issue and
management of Digital Signature Certificates if such costs are not defrayed by the foreign certifying
authority. (t) any other default made by the Certifying Authority in complying with the provisions of the
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Act or rules made thereunder or under these re gulations. Explanation.- For the purpose of this sub-
regulation , the expression "transfer of operation" shall have the meaning assigned to it in clause (47) of
section 2 of the Income-tax Act, 1961 (43 of 1961 ). (5) Local office— Every applicant shall establish a
local office in India. (6) Audit Report of infrastructure— (a) Every applicant shall furnish an audit report
of its installed facilities and infrastructure associated with all functions of generation, issue and
management of digital signature certificate audited according to standards at least equivalent to those
specified under the Act. (b) The audit report mentioned in clause (a) shall contain a statement to the effect
that the audit has been performed according to standards at reast equivalent to those specified in the Act.
(7) Fee— shall be accompanied by a nonrefundable fee of twenty five (a) Every application for the grant
of recognition pay order drawn in the name of the Controller. thousand of US dollars payable by a bank
draft or by a renewal of recognition shall be accompanied by a non- (b) The application submitted to the
Controller for refundable fee of five thousand of US dollars payable by a bank draft or by a pay order
drawn in the name of the Controller. (c) The Fee or any part thereof shall not be refunded if the recognition
is suspended or revoked during its validity period. (8) Issuance of recognition— weeks from the date of
receipt of the application under this (a) The Controller may, within a period of four panying the application
and such other factors, as he may regulation, after considering the documents accom deem fit. grant or
renew the recognition or reject the application: and for reasons to be recorded in writing, the period of four
Provided that in exceptional circumstances weeks may be extended to such period, not exceeding eight
weeks in all as the Controller may deem fit: Provided further while rejecting the application, reasons for
rejection of the same may be specified. (b) If the application for recognition of the Foreign Certifying
Authority under' this regulation is approved, the applicant shall: (i) submit a performance bond and furnish
a banker's guarantee within one month from the date of such approval to the Controller in accordance with
the provisions of sub-regulation (3) of regulation (ii) execute an agreement with the Controller binding
himself to comply with the terms and conditions of the recognition. 11 (9) Security Guidelines (a) Any
Foreign Certifying Authority recognized under this regulation shall have the sole responsibility of
integrity, confidentiality and protection of information and information assets employed in its operation,
considering classification, declassification, labeling, storage, access and destruction of information assets
according to their value, sensitivity and importance of operation. (b) Information Technology Security
Guidelines and Security Guidelines for a Foreign Certifying Authority recognized under this regulation
aimed at protecting its integrity, confidentiality and availability of service shall be of a level equivalent to
that ofa Certifying Authority licensed under the Act as specified under Schedule-II and Schedule-III of the
Information Technology (Certifying Authority) Rules 2000 respectively. (c) A Foreign Certifying
Authority recognized under this regulation shall formulate its Information Technology and Security Policy
for operation complying with these guidelines and submit it to the Controller: Provided that any change
made by any Foreign Certifying Authority recognized under this regulation in the Information Technology
and Security Policy shall be submitted by it within a period of two weeks to the Controller. (10) Audit of
operations— (a) A foreign certifying authority recognized under this regulation shall get its operations
audited annually by an auditor approved under sub-regulation (6) and such audit shall include inter alia,-
security policy and planning; (ii) physical sec urity; technology evaluation; (iii) services administration;
(iv) relevant Certification Practice Statement; (v) (vi) compliance to relevant Certi fication Practice
Stateme nt; (vii) contracts or agreements; (viii) regulations prescribed by the Controller; (ix) policy
requirements of Certifying Authorities Rules, 2000. (b) The Recognized Foreign Certifying Authority shall
conduct internal half yearly audit of the Security Policy, physical security and planning of its operation. ed
Foreign Certifying Authority shall submit copy of each audit report to the Controller within (¢) The
Recogniz of such audit and where irregularities are found, the Certifying weeks of the completion. a period
of four Authority shall take immediate appropriate action to remove such irregularities. (1 1) Inspection —
(a) The Controller may, when he deems fit, call for physical inspection of the facilities and infrastructure
associated with all functions of generation, issue and management of digital signature certificate belonging
to a Foreign Certifying Authority recognized under this regulation. (b) The Recognized Foreign Certifying
Authority shall bear all costs and expenses with regards to the inspection mentioned in clause (a) of this
regulation. (B) Recognized Foreign Certifying Authority not to issue certificates in India.—
Notwithstanding anything contained in these regulations, a Recognized Foreign Certifying Authority shall
not issue digital signature certificates to Indian nationals residing in India. Explanation: For the purposes
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of these regulations, the term Indian national shall include a company, a firm, an association of persons, a
body of individuals or. a local authority whose registered office or principal place of business is located in
India. (C) Validity of recognition.— (I) A recognition granted under sub-regulation (8) of regulation 3(A)
shall be valid for a period of five years from the date of its issue. (2) The recognition granted under these
regulations shall not be transferable. cognition to be invalid.— Where any Foreign Certifying (D) Digital
Signature Certificates issued prior to re er these regulations, all digital signature certificates issued by such
Certifying Authority prior Authority is recognized und to such recognition' shall be invalid for the
purposes of this Act. (E) Suspension or revocation of recognition.— (I) A recognition granted to a Foreign
Certifying Authority under sub-regulation (8) of regulation 3(A) shall stand suspended when the
performance bond submitted or the banker's guarantee furnished by such Certifying Authority is invoked
under sub-regulation (4) of regulation 3(A) . (2) The Controller may, if he is satisfied after making such
inquiry, as he may think fit, that a Foreign Certifying Authority recognized under sub-regulation (8) of
regulation 3(A) has,- (a) made a statement in, or in relation to, the application for the issue or renewal of
the recognition, which is incorrect or false in material particulars; nditions subject to which the recognition
was granted; (b) failed to comply with the terms and co ocedures and standards, if any, specified by the
Controller, (c) failed to maintain the pr rule, regulation or order made thereunder, (d) contravened any
provisions of this Act, shall suspend or revoke the recognition: 12 THE GAZETTE OF INDIA :
EXTRAORDINARY [PART II—SEC. 3(i)] Provided that no recognition shall be suspended or revoked
unless the recognized Foreign Certifying Authority has been given a reasonable opportunity of showing
cause against the proposed revocation. (F) Renewal of recognition— (1 ) The provisions of these
regulations shall apply in the case of an application for renewal of recognition as it applies to a fresh
application for recognition. (2) A Recognized Foreign Certifying Authority shall submit an application for
the renewal of its recognition not less than forty-five days before the date of expiry of the period of
validity of recognition. (3) The application for renewal of recognition may be submitted in the form of
electronic record subject to such requirements as the Co ntroller may deem fit. (4) Ifthe application for
renewal of recognition ofa Foreign Certifying Authority recognized under sub-regulation (8) of regulation
3(A) is approved, such Certifying Authority shall - (a) submit a performance bond and furnish a banker's
guarantee "Pithin a period one month from the date of such of regulation 3(A); and approval to the
Controller in accordance with sub-regulation (3) (b) execute an agreement with the Controller binding
himself to comply with the terms and conditions of the recognition and the provisions of the Act and the
rules and regulations made thereunder. (G) Refusal of recognition.— The Controller may refuse to grant or
renew a recognition if- (i) the applicant has not provided the Controllér with such information relating to
its business, and to any circumstances likely to affect its method of conducting business, as the Controller
may require; or (ii) the applicant is in the course of being woynd up or liquidated; or (iii) a receiver has, or
a receiver and manager have, been appointed by the COUII in respect of the applicant; or whether in India
or out of India, of an offence the (iv) the applicant or any trusted person has been convicted, conviction for
which involved a finding that it or such trusted person acted fraudulently or dishonestly, or has been
convicted of an offence under the Act or these rules; or (v) an applicant commits breach of, or fails to
observe and comply with, the procedures and practices as per the Certification Practice Statem ent; or (vi)
an applicant fails to comply with the directions of the Controller; or (vii) the authorization granted to the
applicant, to issue a Digital Signature Certificate under laws of a recognized country has been suspended
or revoked: Provided that the reasons for refusal of recognition may be mentioned. (H) Requirements Prior
to Cessation as recognized Foreign Certifying Authority.— , the recognized Foreign Certifying Authority
shall, Before ceasing to act as a recognized Foreign Certifying Authority ng as a recognized Foreign
Certifying Authority: (a) give notice to the Controller of its intention to cease acti Provided that the notice
shall be made ninety days before ceasing to act as a recognized Foreign Certifying Authority or ninety
days before the date of expiry of recognition; (b) advertise sixty days before the expiry of recognized or
ceasing to act as recognized Foreign Certifying Authority, as the case may be, the intention in such daily
newspaper or newspapers and in such manner as the may determine; Controller its intention to cease acting
as a recognized Foreign Certifying Authority to the subscriber of each (¢) notify unrewked or unexpired
Digital Signature Certificate issued by it: Provided that the notice shall be given sixty days before ceasing
to act as a recognized Foreign Certifying Authority or sixty days before the date of expiry of unrevoked or
unexpired Digital Signature Certificate, as the case may be; (d) the notice shall be sent to the Controller,
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affected subscribers and Cross Certifying Authorities by digitally signed e-mail and registered post; ain
unrevoked or unexpired at the end of the ninety days (e) revoke all Digital Signature Certificates that rem
notice period, if the subscribers have requested for revocation; uing its recognition causes minimal
disruption to its (f) make a reasonable effort to ensure that discontin subscribers and to persons duly
needing to verify digital signatures by reference to the public keys contained in outstanding Digital
Signature Certificates; for a period of seven years; (g) make reasonable arrangements for preserving the
records ed in obtaining the new Digital Signature Certificate) (h) pay reasonable restitution (not exceeding
the cost involv to subscribers for revoking the Digital Signature Certificates before the date of expiry. [F.
No. T. A. KHAN, Controller of Certifying Authorities tie Manager, Government of india Press, Ring
Road, Mayapuri, New Delhi-110064 Printed by and Published by the Controller of Publications, Delhi-
11005
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