
INFORMATION TECHNOLOGY (PROCEDURE AND SAFEGUARDS FOR MONITORING AND COLLECTING TRAFFIC DATA 
OR INFORMATION) RULES, 2009 

1 / 2 
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__________ 

THE GAZETTE OF INDIA __IEr'1. 2009 2000 (2tm 21) 69 qfönvré, a, — 2000 (2000 21) . -ear' Sifiü•d - 

lag *fin-a t •ftfä e ZÉrqeq (u) aft* uifÄ4s, - (M) fkg s. (1) 09 (3) f*grq. (2) grfirmre ur ere zn (u) 31iaf&i 

(9 fava (3) föi•g 61 gf' .y-fi fäk' dtf 06 fxzn V, at eerq HFfteq at 3Ra 3 THE G AZErrE OF IN : fkH fÄfäd 

t) atR afi are *077 (4) qi-I (9) a-qÄzrq (4) (10) 3ifäzFTå a' *tug €4fÜd *qqtudl f*uq 3 (2) fade* t fk•zn (2) 

3råfäd e. fan q-zfa-zå (iii) fö,-ft Oil THE GAZETTE WY-e afi 10. $eüe - m' a*ut fäg VMZ 1 urg u! 

October. 2009 O. S. R. 782 o' pawers by clause Of sub-section (2) 87. read With (3) ot the TOChtÜiogy 

Act 2ØO (2' 2m. the hereby makes rules. t ShMt tiu• Called safeguud Collecting Data Information' Rules. 

2009 (2) They date Of the Gazette. 2, these the — •Ad• ACL 2000 Of 20M): (b) means tamar and a 

communication communication (c) the Of radio any to CC*TOuter (d) the Seuetary to the o' India in the 

Of the Of Comm.mic.abons and In'orrnatlgn (e) as defined in (k) of Of section 2 0' Act. • means any Or 

adverse e vent to security that mlates an or WCuriO policy in denial o' e computer 'or Storage Or changes 

to data •cyber "Curity means or by a person Of data mat the avadüihty Of hfocmation (h) means as in o' Z 

of me Security Of policies Standards in to the cyEet Secuity incidents and record Ot data genHated. 

received or st«ed a by a device• means any mechanx•Ä. optical Othel Instrument. equipment Cr apparatus 

's used Or used, by itself Combinati'"l With any Other Or to view or inspect or record or collect traffic data 

or information: (m) •application pcxt• means a Set software Which denbfies and between IO applicatton. 

netwock to network, to System to system: •Review means the Review under 41SA Of man Rules. (o) 

means documented and the cortVer resource: (p) dat* means data gS defned to 69B Of the for monitoring 

— At) NO and Of du Or under sub-section g', ege the Act Shall be issued. by an by the The competent 

wthorny rr-,ay issue directhns for monnormq anp or all of related to n (a) Of t c (b) mm i tonng n a 

ppllcaton With traffC data o' information (C) Of viruses or (6) s or Cyber (e) Cyber secwity or or (0 or Of 

any has or breached ot beng •kely to breach cyber security; undetakmg to th e concerned com as a pan Of 

or Of ilormatiCn security prwtkes the computer (h) a Stored for Of any provision S of laws to cyber 

secuiW for the time being n (i) any manes to cyt er (3) Any issued by the (2) Shall Cmtain for diredion and 

a copy ot such direcbon Commntee a sewn days. (4) The the auU'ority for monitoring md mletion data or 

may and Of data or information any person O' or to any patiCuLar Wtwthet treffic data class Of traffic 

data are received w•dh one or computer being a Cünguter resource to be used the generaum, transmission, 

ot o' from particular person or one ot set of prem&s. Of and collecUon Of information — The competent 

authøtity may any Of the government and cdlection of tramc data intormatøn generated. tranntted. received 

or stored any e) The autorised by sub-rule ) nodal the rank Deputy the Government Of the purpose to and 

send issued under rule 3 IO o' the concerned intermediary or n•Charge Of nmputer (3) The rnLÅSitiOn 

under sut»rule (2) Sha" SBCify the name Of or to the mMitored or traffic data iS to be disclosed Ot traffx 

data NE INDIA EXTRAORDINARY (S) Sha' be CMveyed the designated o' me or wrtng truough Ot tax 

by tm delivery Sign.ture). by an below O' Secretary Or of the (6) The conveying Sha" a to designated 

officer of intermediary or person irvcharge of reWWce With the iMiCated swh requisition San* ur&r 

Suboe (7) The Shall a to the Of Or perWn desi*tated sub-rue (4) to all and in and testing o' nd to secure to 

resource monitomg cone-cbng data c. (8) On Of (2) Conv"tg directim issued 3. of the pers«. in•.harge Of 

sub-fuk 14) of way ot or fax to a hO•WS from the time of æcept o' (4) mamt.n of Oy h m ( 10) the 

intern*diary or person faward every days a hgt Of drection fO•r moniWin•; Ot colectvOn of traffc daa or 

to me nodal which the reference and date of reuiti•M Of the S to in m or Of or The Or shalt put 'n Mequate 

to ensue thx unwthOIised mtmitOr'tg Or cdleaion of data or extreme is maintained and care and precautM 

or o' data 35 affects of citizens is by the & Of T'. or perm in-charge Of resource the nons also, of gt the 

prov'ston of the Act there•'mder to maintenance Of segecy and of or any •x of data the intermediuy person 

in• Ot be lee any the relevant of the laws tor the 7 of — The Comrnittee at two and its the issued (2) 3 are 

with of i31 Of secbon 59B Of the Act and the Renew iS o' the opini•M are not in the referred to may and 

ISSi_æ order destruction o' the Of the tramc data e, O' rEOr&— (1) Ewry records pertaining to Of data 

shall destroved by the designated officer aner the a from of direction or creat•on except in a data or 

infM•nation is. to be. mquired (2) Sm reÜed f« the Ot any COm*aint or in-chargr of destroy record' to for 

monitoring Witrvn a o' of or ot tramc data so they shell of Of tnmc — (1) Any under fuk 3 Ot SW rule ( of 
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4, data or attempts to or data any *'son to mandor collect tranc data Ot or tmsmision at any Shan be o' its 

'elevant the (2) The or 01 do or in resource by the an mteme.ary or of compuw resource Ot a dtAy by may 

undertaken course hrs duty the pmdød by that necessary the hs as with lhe matters. : — O) of any to ; or of 

comWer of link ttw of or o' on same to (v) from tie of — (a) security the breaches. computer or "dit. or a 

purp«e Of tr*ing or any persM has or of being Eke'y to any of Act that to an O' the ttw pm o' and —tain Of 

perfomng as under Sub-mk tramc data used disdOS" by Of resource Its employees to any than or said 

under sub-rule '2) 4. Any or h-ewge Of this and provisions Of Act any mher tramc Oat* Ot snail used or 

by ot rule 4 any Otter rend on Intemet Ot Cyber n before n of Saw as shall be Of o. o' tramc authorty tt*Se 
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