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http://www.w3.org/TR/2001/REC„xml-c14n.20010315 http.'//www.w3.org/2008/12/xml•c14n11 3741 1. 

1.0 t) http://www.w3.org/TR/2001/REC- xml .014n.20010315 10 THE GAZETTE OF INDIA : 

EXTRAORDINARY http://www.w3.org/2006/12/ xml-cl 4n11 [PART IPSEC. 

http.•//www.w3.org/TR/1999/REC-xslt-19991116 XPath - RFC 3653 F.509 tr3 q-r?r 1.5 #256, #384, #521 

1. 6283 3trx XAdES 2. 6283 PAdES XAdES 3161 12. qqft:— <Signature ID?> <Signed Inf0> 

<canonicalization Method/> <Signature Method/> (<Reference • URI?> (<Transforms>)? <Di0AQt 

<Digest Value> </Reference>+ </Signed Inf0> <Signature Value> (<Keylnf0> (Key Name) (Key Value) 

(Retrieval Method) (<X509 Data> (X509 SKI) (X509 Subject Name) (X509 Certificate) CRL) 0<509 

Digest) </x509 Data>) </Keyinfo>) (<Object </Signature> qT QIfiT ; "+" t qrs : 13. trfi, :- (i) Ter (ii) 

gqær.509 ; (iii) , (iv) (fig) (ä•$r) (v) (frg) I FT. €. 19/26/2015-æfitrg] MINISTRY OF 

COMMUNICATIONS AND INFORMATION TECHNOLOGY (Department of Electronics and 

Information Technology) NOTIFICATION New Delhi, the 25th August, 2015 G.S.R. 660(E).-—In 

exercise of the powers conferred by section 87 of the Information Technology Act, 2000 (21 of 2000), the 

Central Government hereby makes the following rules, namely:—- 1. Short title and commencement.— 

(1) These rules may be called the Digital Signature (End entity) Rules, 2015. (2) They shall come into 

force on the date of their publication in the Official Gazette. Definitions-—(l)ln these rules, unless the 

context otherwise requires,— (b) "canonicalisation", in relation to a xml digital signature, means the 

process of converting electronic record that has more than one possible representation into a 'standard', 

'normal', or 'canonical form' in which the variations 12 (d) (f) (g) (h) 0) (k) (m) (n) (o) (p) (q) (r) (s) (u) (v) 

(w) THE GAZETTE OF INDIA : EXTRAORDINARY (PART 11—SEC. in representatlon of electronic 

record shall be standardised by applying consistent rules, primarily as part of the xml digital signature 

creation and verification processes; "counter signature" means a signature on a previous signature .in a 

series of signatures, affixed after the verification the signature on electronic record and subsequent 

signatures on previous signatures serially; "detached signature" means the signature that is stored 

independent of electronic record being signed; "digestmethod element", in relation to a xml digital 

signature, means the digest algorithm to be used for the original data object or transformed, if uny 'xml 

transforms' exists; "digestvalue element" means the value ofthe digest; "end entity" means the subscriber 

or system on behalf of the subscriber in whose name the Electronic Signature Certificate is issued; "end 

entity signatureil means authentication of any electronic record by an end entity by menns of a digital 

signature, electronic method or procedure in accordance with the Dt•ovisions of "enveloped signature" 

means enveloping of the signature and the initial electronic record into another electronic record; 

"enveloplng signature" means a signature over a electronic record that is referenced and contained within 

the signature element; "initial electronic record", in the context of xml digital signature process, means 

canonicalised and transformed form of signedlnfo; "keyinfo element" means an element that enables key 

information to be packaged along with the signature element; "long term signature" means n signature 

element that is made verifiable for long term by implementing measures to enable the detection of 
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unauthorised alterations of signature; "manifest element", in relation to a xml digital signature, means a 

structurc to carry a list of reference elements processing model defined by the application; "object 

element" means an optional element of xml digital signature, which is used for enveloping simature when 

data objeet being oigned included in Lile xrn!; "ocsp responder" means an online service that provides 

revocation status ofa digital signature certificate; 'tonline certificate status protocol" means an online 

certificate-revocation checking protocol that enables relying• parties to determine the revocation status 

ofan identlfled digital signature certificate; "parallel signatures" means one or more independent signature 

over the game electronic record in which the ordering of the signatures is not important; "reference 

element", in relation to a xml digital signature, means an element that carries a references to data objects, 

an optional list of transforms to be applied prior to digest (xml transforms), digestmethod and digestvalue 

value of referenced data objects; "signedinfo", in relation to a xml digital signature, means an element that 

contains a set of information to be signed for creating an xml signature, where it shall contains references 

to the data object that includes the canonicalisation and signature algorithms; "signature" means digital 

signature or xml digital signature; An element the aetual value of the digital signatulv, "signaturemethod i' 

meAns an element that contains the algorithm used for signature generation and this algorithm identifies 

all cryptographic functions involved in the signature generation; [qrtT 3(i)] 13 (x) (y) (z) (Zb) (zc) (zd) 

(ze) qzg) (zh) "signatureproperties" means an clement that provides a way to cany additional information 

about the signature, such us a time stamp or any other information which are defined by application; "time 

stamp" means a notation that indicates the correct date and time of an action and identity of the person or 

device that sent or received the time stamp and is enforced using time stamp token; "time stamp token 

means a cryptographically secure confirmation generated by applying digital signature of a time stamping 

service provider that includes the time when the confirmation was generated; "time stamping service 

provider t' means a trusted entity authorised to generate time stamps; "xml" means Extensible Markup 

Language that provides a standard methodology with formal syntax to Identify elements of information, 

describe the structure of data und also to store data in an independent manner, shall have the following 

properties,-— (i) with xml, content and presentation are separate; the structure of xml data in n particular 

context is described using either xml schema or a document type definition; (iii) xml schema or n 

document type definition are stored separately from the xml document itself and can be used a "xml digital 

signature element" means an element that defined by standard xml schema for capturing the result of a 

digital signature operation applied to arbitraty datq in xml format, shall satisW the following,— (i) xml 

digital signature element shall exist as n standalone document or envelop the data object that it signs; (li) 

xml digital signature element shall have signedinfo, signaturevalue, keyinfo, object and has id attribute 

oftype child elements in order in which they appear; "xml digital signature" means the digital signature on 

xml electronic record; "xml document" means a document with xml logical and physical structure that is 

used to carry data elements, composed of declarations, elements, comments, character references, and 

processing instructions and a physical structure composed of entities, starting with the root, or document 

entity; "xml schema" means n set of pre-defined or user defined keywords and their attributes arranged in a 

structured manner, shall satisW the following,-— should be used for a particular purpose where as a 

schema describes the structure ofnn xml document and provides specification of element names that 

indicates which elements are allowed in an xml document, and in what combinations; and (ii) should 

provide extended functionality such as data types, inheritance, and presentation rules and default values for 

attributes; ••xnu transrorm"' means an element tnat specity an optional ordered list of processing steps 

applied to the data objects before it was digested where the transforms Include canonicalization, encoding 

or decoding, extensible style sheet language transformations, xpath filtering, and xml schema valldation; 

"xml namespace" means a uniform resource identifier (uri) reference where the mechanisms described in 

the specification are used in xml documents as element types and attribute names and also to use various 

xml vocabularies without having nume collision, (2) Words and expressions used herein and not defined 

but defined In the Act shall have the meanings respectively assigned to them In the said Act, 3. Manner of 

authentication of Information by means of dlgltnl signatures—A digital signature shall,— be created and 

verified by cryptography which concerns with transforming electronic record into seemingly unintelligible 

forms; (b) use Public Key Cryptography, which employs an algorithm using two different but 

mathematical related keys; one key (called the private key) for creating a digital signature and another key 

(called the public key) for verifying a digital signature; use an hash function for creating and veriWlng a 
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digital signature which required to make digital signature generation and verification efficient. 4, Crcatlon 

of dlgltal The signatory shall, while signing an electronic record or any other item of information. first 

apply an hash function in the qignntoryiR hnrdwnra THE GAZETTE OF INDIA : EXTRAORDINARY 

(2) The hash function shall produce a hash result. [PART 11—SEC. (3) The signatory's hardware or 

software shall then transform the hash result into a digital signature using signatory's private key and 

signature algorithm. (4) The contextual information like date and time, shall be then made part of the 

digital signature. (5) The counter signgtures or parallel signatures or both may also be applied to electronic 

record. (6) The following information may also be a pan of signature,— (a) (b) (c) (d) (e) the signatory's 

public key signature certificate(s); the public key certificate(s) of the licensed Certifying Authorities which 

used to verify the authenticity of the digital signature certificate issued to the signatory; the self signed 

certificate generated by the Controller used to verify the authenticity of the public key certificate of the 

licensed Certifying Authorities; the certificate revocation list(s) maintained by the licensed Certifying 

Authorities, and the controller which is used to check whether the digital signature certificate has been 

revoked under section 38 the Act; online certificate status protocol responder certificates and online 

certificate status protocol responses that may be used In lieu ot certiTtcate revocauon list. (7) To create 

long term valid digital signature,-— (a) a timestamp shall be applied initially to the signed data including 

the certificates and revocation information; (b) ensure that initial time stamp shall cover all the data and 

signature(s); (c) a nested time stamp option shall be used to ensure signature validity past the time 

stamping service provider's (tssp) key or algorithm expiry where the nesting of time stamps implies that a 

subsequent time stamp shall be applied to the prior time stamp; (d) signature(s) and time stamps may be 

embedded in the data itself or stored separately as standalone 

5. Verification of digital signatureAl)The verification ofa digital signature shall be accomplished by 

computing a new hash result of the original electronic record by means of the hash function used to 

create a digital signature and by using the public key and the new hash result, the verifier shall 

check—— (a) if the digital signature was created using the corresponding private key and shall be 

applicable for parallel and counter signatures applied on the electronic record, if present; (b) the time when 

the digital signature was created. (2) To verify counter signature, the signature on electronic record and 

thereafter signature on previous signature serially bllall ifivd. (3) To verify parallel signature, signature on 

electronic record shall be verified independently. (4) To verify long term signature, the initial timestamp 

and all subsequent time stamp applied on the each prior timestamp shall be verified 

6. Verification of Digital Signature Certificate.—(l) The self signed certificate generated by the 

Controller, which begins the trust chain for the public key infrastructure, shall be used to verify the 

authenticity of the public key certificate of the licensed Certifying Authorities. (2) The public key 

certificate of the licensed Certifying Authorities shall be used to verify the authenticity of the digital 

signature certificate issued to the subscribers. (3) The certificate revocation list maintained by the licensed 

CertiWing Authorities shall be checked to confirm whether the certificate of the licensed Certifying 

Authorities is valid or whether it has been revoked under section 38 the Act. (4) While verifying the 

validity of a digital signature the corresponding digital signature certificate shall chain up through the 

public key certificate of the issuing Certifying Authority to the self signed certificate of the Controller and 

if any of the certificates in the trust chain is not trUsted the signature shall not be verified. (5) The Digital 

Signature Certificate shall be verified with respect to time of signature created. (6) The chain of certificates 

shall be verified in accordance with the standards specified in rule 7. (7) Ifthe certificate validity is less 

than one hour, the checking of revocation list shall not be required. 3(i)] 15, 7. Digital signature 

standards.—The most important standards that shall be applicable for different activities associated with 

digital signature functions are as under— Products Cryptographic hash function RSA Public Key 

Technology Encryption and digital signature Validation of Digital Signature Certificate ECC curve Long 

term signature ormats Time stamp token Standards SHA-2 as specified in FIPS 180-4 PKCS#I RSA 

Encryption Standard ([2048, 4096 bit]); Version 1.5 PKCS#7, CMS RFC 5280 NIST P-256, P-384, or P-

521 l. CAdES RFC5126, 2. PAdES with CAdES As spect te EC 3101 8. Manner of authentication of 

information by means of xml digital signature.— A xml digital signature shall,— (a) (b) (c) (d) (e) be 

created and verified by cryptography which concerns with transforming electronic record into seemingly 

unintelligible forms; use Public Key Cryptography, which employs an algorithm using two different but 

mathematical related keys, one key (called the private key) for creating a xml digital signature and another 
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key (called the public key) for verifring a xml digital signature; use an cryptographic hash function for 

creating and veriö'ing a xml digital signature; use canonicalization and xml transformation to create 

standard electronic record prior to creation and verification of xml digital signature; authenticate xml 

documents which contain data as references and corresponding hashes, which is affected by the use of 

hash algorithm, canonicalization, xml transformation and public key algorithm 

9. Creation of xml digital signature.—(l) To sign an electronic record or any other item of information, 

the signatory shall first constructs reference elements, xml digital signature element, signedinfo, keyinfo 

and signaturevalue. (2) For the purpose of reference element generation, the signing software shall— (b) 

(c) (d) element(s) digest algorithms and digest value; optionally apply xml transform(s) to each referenced 

object in a sequential order; apply the hash function in the signatory's hardware or software to each 

reference elements, store the hash result in the reference element; ensure that if the object element is 

created, it shall not have a manifest element; ensure that exclusive canonicalization "without comments" 

has been mandatorily specified in addition to any other transforms. (3) For the purpose xml digital 

signature generation, the signing software shall-— (a) create signedinfo element with signaturemethod, 

canonicalisation method and reference(s); (b) apply canonicalisation to signedinfo and calculate the hash 

value of canonicalised signedinfo using the hashing algorithms implied by the signaturemethod; (c) ensure 

that,— (i) the signatory has seen all the contents of the document before signing; (ii) the contents display 

requirements, in the case of automated signing process, is not required; (Ill) 10 Sign mulliplv tvsvtlwr, (a) 

each resource shall be rendered on the screen; 16 (b) (c) (d) (e) GAZEITE OF INDIA : 

EXTRAORDINARY [PART 11--SEC. 3(i)) each referenced xml resource shall be rendered using xalt and 

the xslt shall be the last transform done to render the resource on the screen; each non xml resource shall 

be rendered using mimetype attribute mentioned in the object; generate the signature using the stgnature 

algorithm and tho hash, the signatory's private key, and the public key parameters (if applicable) and 

perform base64 encoding of the signature result and use It to form signoturevalue; construct the signature 

element that Includes slgnedfnfo, Items of information. keylnfo with *509 certificate element and 

signaturevalue and the x509 certificate element shall carry the signatory's x509 public key certificate. (4) 

The contextual information like date and time, shall be then made part ofthe xml digital signature. (S) The 

counter signatures or parallel signatures or both may also be applied to electronic record. (6) The following 

Information may also be a pan ofsignature— (a) tho public key certificate(s) of thedlcensed CertiWing 

Authorities which used to verW the authenticity of the dlgltal signature ccttiflcnte Issued to tho 8ignatory; 

'lyneU generated by the Controller used to verify the authenticity of the public key certlflcate of the 

Ilcgn8ed CertlWlng Authorltles; (c) the certificate revocation list(s) maintained by the licensed CertlWlng 

Authorltley and controller which Is used check whether the digital signature certificate has been revoked 

under section 38 the Act; (d) online certlflcatg status protocol responder certificates and online certificate 

status protocol responses may be used (n Ileu of certificate revocation list, (7) To create long term valid 

xml digital signature-— (a) a timestamp shall be applied Initially to the signed document, where the Initial 

time stamp shall cover all the electronic record and signature(s); (b) a nested time stamp option shall bc 

used to ensure signature validity past the time-stamping service provider (tssp)'s key or algorithm expiry 

where as nesting of time stamps implies that a subsequent time stamp shall be applied to the prior time 

stamp; (c) signature(s) and time stamps may be embedded in the data Itselfor stored separately as 

standalone 

10. Verification of xml digital signature.--(l) The verlflcation of the xml digital signature shall be 

accomplished by signature validation, reference validation and certificate validation and an xml digital 

signature Shall be treated valid only ifsignature validation, reference validation and cefilflcate validation 

as specified below are complied with, (2) To accomplish signature validation— (a) canonical form ot 

gtgnedinfo aa produced during reference validation shall be used; (b) canonical form of signaturomethod 

using the canonicalization method shall be obtained; (e) the public key contained in the signatory's x$09 

certiflcate that is included In the xml digital signature, the canonlcalisied form of signedlnfo 

glgnoturevalue. and canonicaligled form of signaturemethod shall be used to verify the signature, (3) To 

accomplish reference validation— (a) canonicaliso the slgnedlnfo element based on the canonicallsation 

method in the slgnedinfo shall be wed; (b) for each reference in the signedtnfo--- (i) It tran8formatlons 

were applied by the signatory, then the verlfler software may de•referonce the uniform resource Identlflor 

(uri) and execute transforms provided by the signatory In the reference element; (11) compute digest 
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ofreferenced item using the digestmethod speclfled In Ita reference element; (ill) compare the computed 

digest value against digestvatue in the 81gnedlnfo reference; If there Is any mismatch or validation falla; 

(4) The Digitul Signature Certificate Included In the xml dlgltal signature Bhall be verlfled In accordance 

with the pravlstong gpeeifled In rule 6' (S) To verify counter signature, the glgnatur€ on electronic record 

tint and 8ignature on prcvloug signature 'hall ba yerlfled serially, 3(i)] (6) To verify parallel signature, 

signature on electronic record shall be verified independently. 17 (7) To verify long term signature, the 

initial timestamp and all subsequent time stamp applied on the each prior timestamp shall be verified 

11. The xml digital signature standards.—The most important standards that shall be applicable for 

different activities associated with xml digital signature functions are as under— 1, The Product XML 

Digital Signature Standard XML Namespace Signature encoding Signature Value Encoding Reference 

element Digest Signature Algorithm Signature block Canonicalization Transform Algorithms Signature 

Type Digital Signature Certificate Standard RFC 3275 with the following constraint Manifest is not 

permitted inside Object, Keylnfo containing X509Certificate element is mandatory. use the Exclusiv The 

Reference Processing shall Canonicalization(without comments) in addition to other transforms. For XML 

resource. XSLT shall be the last transform done to enable th rendering of the document on screen. For 

rendering of document on the screen Each referenced XML resource shall be implemented using XSLT. 

Each non XML resource shall be implemented using Mime Typ attribute mentioned in the object, FC 3986 

TF-8 RFC 3629 RFC 4648 HA2S6 F!és 180-4 HA256withRSA PKCS-I Version 1.5 Exclusive (without 

comments), XML-EXC-C MN, RFC 3741 Canonical XML l. Canonical XML I .0 (omits comments) 

200102 2. Canonical XML 1.1 (omits comments) http://www.w3.org/2006/12/xml-c 14n 1 1 Exclusive 

(without comments), XML-EXC-CI 4N, RFC 3741 Canonical XML • l. Canonical XML 1.0 (omits 

comments) 471-20010315 2. Canonical XML 1.1 (omits comments) http://www.w3.org/2006/12/xml-c 

14n I I XSLT-XSL Transforms (XSLT) Version 1.0. W3C http•J/www.w3.org/TR/1999/REC-xslt-

19991116 XPath -RFC 3653 enveloped or enveloping or detached (DER) X.5C9 VJ issued as per 

interoperability guidelines 18 Public Key Algorithms ECC curve Long Term Signature formats Time 

Stamp Token THE GAZETTE OF INDIA : EXTRAORDINARY I Version 1.5 RSA PKCS- NIST P-256, 

P-384, or P-521 1. XMLERS RFC 6283 and XAdES 2. XMLERS RFC 6283 and PAdES with XAdES As 

specified RFC 3161 in XML notation [PART IPSEC. 3 (i)l 12. The basic Syntax of xml digital signature 

and terms used in the rule shall be as follows, namely:- <Signature ID?> <Signedlnfo> 

<CanonicalizationMethod/> <SignatureMethod/> (<Reference <DigestMethod> <DigestValue> 

</Reference>+ </SignedInfo> <SignatureValue> (<Keylnfo> (KeyName) (KeyValue) (RetrievalMethod) 

(X509SKI) (X509SubjectName) (X509Ceflificate) (X509CRL) (X509Digest) </keyinfo>) (Object 

</Signature> Where denotes zero or one occurrence; occurrences, "+" denotes one or more occurrences; 

and "*" denotes zero or more 19 13. Digital Signature functions Standard.— The manner of digital 

signature creation and verification, in respect of signature profile and signature format, shall also confonn 

to the following guidelines issued by Controller, namely:- (ii) (iii) (iv) (v) Interoperability Guidelines for 

Digital Signature Certificates issued under Information Technology Act; X.509 Certificate Policy for India 

PKI; Signature profiles; Online Certificate Status Protocol (OCSP) Service Guidelines for Certifying 

Authorities (CA); Time Stamping Services Guidelines for Certifring Authorities (CA). [F. No. 

19/26/2015,CCA] TAPAN RAY, Addl. secy. 25 2015 æffÄT.fi. 661(«).— 2000 (2000 21) 16 87 (2) (3) 

2004 Ä7Ttr t, :-- 1.(1) qfrAT) 2015 I 2. fi-q-K, 2004 trq, 3i*rq 2015 g, qtr "F) 2015 7 12 t'GT.xi. 

40/26/2046 . fi-q-q 11, 3, (i) qTÄT.Ä. 735(3T), 29 2014 I NOTIFICATION New Delhi, the 25th August, 

2015 G.S.R. exercise of the powers conferred by clause (e) of sub-section (2) of Section 87 read with 

Section 16 of the Information Technology Act, 2000 (21 of 2000), the Central Government hereby makes 

the following rules to amend the Information Technology (Security Procedure) Rules, 2004. l. (I) These 

rules may be called the Information Technology (Security Procedure) Amendment Rules, 2015. (2) They 

shall come into force on the date of their publication in the Official Gazette 
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2. In the Information Technology (Security Procedure) Rules, 2004,—(a) in rule 2, for clause (e), the 

following clause shall be substituted, namely:— "(e) words and expressions used in these rules and not 

defined but defined in the Act and the Digital Signature (Ena entity) Rules, 2015 shall have the same 

meaning respectively assigned for them in the said Act and rules."; 20 THE GAZETTE OF INDIA : 

EXTRAORDINARY (b) in rule 4, for clause (f), the following clause shalt be substituted, namely:— 

[PART "(f) that the standards referred to in rule 7 or rule 12 of the Digital Signature (End entity) Rules, 

2015 have been complied with, in so faras they relate to the creation, storage and transmission of the 

digital signature; and". [F. No. 19/26/2015-ccA1 TAPAN RAY, Addl. secy. Note : The principal rules 

were published in the Gazette of India, Extraordinary, Part 11, and Section 3, Sub-section (i), vide 

notification number G.S.R. 735(E), dated the 29th October, 2004. 25 2015 qTÄT.R. 200C (2000 21) 87 arr 

(FITOfrTor frrqv, 2000 1 (1) 2015 t I 2. Rfrr$r 2000 6 *fif #256, #384 fit-521" ; g) 7 Ä-rwr, qfr fit-Gi--ö 

Ofr ; (q) 23 (ii) (3) ?xqtq:-- Ttrrurvr (q) 24 F) 3i7 (trfr) qqq.509 (3) 25 (ii) "fi t, qrtr F) 31 (1) (ix) Eflgrrr 

"(x) qtr IFT.509 : arqNT(üT (xi) Tt (Xii) Ter ; (xiii) : ($) Gt7Qfif (i) (ii) ; (#tFt) Gtitt ag-qrt@tt 1" ; (1) 

19/26/2015-fRfi@) : 11, 3, (i) €. qtÄTfi. 789(7), 17 2000 fi@rff 3trt ?TT.$LÄ. 783(30, 25 2011 I 

NOTIFICATION New Delhi, the 25th August, 2015 G.S.R. 662(E).—- in exercise Of the powers 

conferred by section 87 of the Information Technology Act, 2000 (21 Of 2000), the Central Government 

hereby makes the following rules further to amend the Information Technology (Certifring Authorities) 

Rules, 2000. i. (I) These rules may be called the Information Technology (Certifring Authorities) 

Amendment Rules, 2015. (2), They shall come into force on the date Of their publication in the Official 

Gazette. 2, Ifi the information Technology (Certi&ing Allthoritieg) Rules, 2000,— (d) jn rule 6, in the 

table , under the heading "The Standard", for the entries "DSA and RSA", the entries " DSA , RSA and 

Curves NIST P-2S6. P-384, or P-521" shall be substituted; (b) for rule 7, the following rule shall be 

substituted. namely:— "7 .Digital Signature Certificate Standard.—AII Digital Signature Certificates and 

Certificate Revocation List issued by the Certifying Authorities shall conform to Interoperability 

Guidelines for Digital Signature Certificates issued by Controller under the Information Technology Act. 

(c) in rule 23,— (i) in clause after the word Statement", the words "in accordance With the Identity 

Verification Guidelines issued by the Controller" Shall be inserted; 22 THE GAZETTE OF INDIA : 

EXTRAORDINARY (ii) after clause(e), the following clause shall be inserted, namely:- [PART II—SEC. 

"(ea) subsequent to initial approval of Certification Practice Statement by the Controller during application 

for a licence, all the changes in thc subscriber identity verification method or guidelines employed for 

issuance of Digital Signature Certificate shall be in accordance with the Identity Verification Guidelines 

issued by the Controller and the changes shall be incorporated in the Certification Practic3 Statement 

periodically and shall be approved by the Controller;"; (d) in rule 24, in clause (f) , the words, brackets and 

letters "in accordance with the X.509 Certificate Policy for India PKI(CP) issued by the Controller" shall 

be inserted at the end ; (e) in rule 25, in clause (ii) . the words "in accordance with the Identity Verification 

Guidelines issued by the Controller" shall be inserted at the end; (f) in rule 31, in sub-rule (I) , after clause 

(ix), the following clauses shall be inserted namely:- "(x) compliance to relevant X.509 Certificate Policy 

for India PKI issued by the Controller; (xi) compliance to guidelines issued by the Controller for other 

services like Time Stamping and OCSP service; (xii) compliance to Identity Verification Guidelines hy tho 

(xiii) compliance to "Digital Signature Certificates Interoperability Guidelines" issued by the Controller."; 

(g) in SCHEDULE IV,— (a) in Form A; under the sub-heading "Important Notice:",— (i) for the word 

"filled " the word "signed" shall be substituted; (ii) the words "Application 
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form must be submitted in person." shall be omitted; (b) in Form B, Note. • (i) for the entries under the 

sub-heading "Authentication of Identity and Proof of Residence", the following shall be substituted, 

namely:— "The identity verification methods and proof of residence requirements shall be as per 

Certification Practice Statement (CPS) of the CA and Identity Verification Guidelines issued by the 

Controller."; (ii) under the sub-heading "Important Notice:",— (I) for the word "filled " the word "signed" 

shall be substituted; (2) the words "Application form must be submitted in person." shall be omitted. [V 

No. 10.0672015--CCAJ TAPAN RAY, Addl. secy. The principal rules were published in the Gazette of 

India, Extraordinary, Part 11, and Section 3, Sub-section (i), vide notification number G.S.R. 789(E), dated 

the 17th October, 2000 and last amended by notification No. G.S.R. 783(E), dated the 25th October 2011. 
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